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I. Introduction

Since the FINMA Circular entered into force on 18.03.2016, financial intermediaries in Switzerland are permitted to open their
business relationship via digital channels. The framework conditions are described in the FINMA Circular 2016/07 «Video- and
Online-Identification» issued by the Swiss Financial Market Supervisory Authority (FINMA). Since its entry into force, two partial
revisions have been made.

The aim was, and still is, to comply with the due diligence requirements applicable at that time and still applicable today when
entering into a business relationship in accordance with, for example: AMLA1, AMLO-FINMA2, CDB20 (formerly: CBD16)3 or SRO
SVV4 to be continuously aligned with the digital and technological change and the associated market requirements. Ultimately, this
should strengthen the «Swiss Financial Centre» and keep it competitive.

In general two different ways of opening a business relationship are distinguished: firstly, opening a business relationship in person
and secondly, opening a business relationship by correspondence. Both types are described in the FINMA Circular 2016/07 with
regard to digital process channels and are reflected in the Video- and Online-Identification. The most important steps and
adjustments of the five year journey of the FINMA Circular are presented below in chronological order.

II. Chronology

Overview

1 Federal Act on Combating Money Laundering and Terrorist Financing
2 Ordinance of the Swiss Financial Market Supervisory Authority on Combating Money Laundering and Terrorist Financing in the Financial Sector
3 Agreement on the Code of Professional Conduct on Due Diligence for Banks
4 Regulations of the Self-Regulatory Organisation of the Swiss Insurance Association
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I. Definition

«Online-Identification» comprises of a procedure by which the
identity of a contracting party is established completely
automatically. This offers the advantage that the identification
of the contracting party can be carried out completely
independent of time and place. Due to the lack of personal
interaction between the financial intermediary and the
contracting party in the identification process, this procedure
does falls under the category «opening of the business
relationship via correspondence». The contracting party
identifies himself via an internet-capable end device equipped
with a camera (mobile phone, PC or laptop).

II. Procedure

What is the procedure for online identification? (The order of
the process steps can vary in principle, but cumulatively they
must all be carried out)

1) Consent and data disclosure

At the beginning of an Online-Identification, the agreement of
the contracting party regarding the collection and processing of
personal data must be obtained as a matter of priority. This is
done, for example, by ticking the box in the context of
consenting to the terms of use of the Online-Identification. After
consent has been obtained, the contracting party is asked to
enter the personal data (see minimum requirements on
IdentON-Checklist). It is important to note that the data must be
entered manually and not be read automatically from the
identification document.

2) Scan and verification of the identification document

After all the data required by the regulations have been
collected from the contracting party, the latter is asked to take a
photo of the official identification document in order to
technically verify it. For this purpose, the Machine-Readable
Zone (MRZ) is read out, checked and compared with the
remaining information on the identification document (Visual

Inspection Zone/VIZ) and the information previously entered
manually by the contracting party. This reading process is
supported by Optical Character Recognition technology (OCR).
In addition, optically variable security features such as
holograms, 3D images or laser tilt images can be examined. For
this purpose, a short video of the identification document is
created in which the contracting party has to perform various
tilting movements in order to check colour changes and
positioning of the optically variable security features. Likewise,
the person's photo is extracted for later facial comparison.

3) Face matching and liveness detection

After a successful verification of the identification document,
the contracting party is asked to take a photo of himself
(selfie). This is done by means of life recognition technology
(passive or active liveness check) to ensure that it is a living
person and, on the other hand, by means of face comparison
technology to confirm that the person depicted in the photo of
the identification document is identical to the contracting party.

4) Residence verification NEW

Residence verification of the contracting party is traditionally
carried out using postal delivery procedures or by consulting a
public register. Alternatively, the contracting party can provide a
utility bill (e.g. energy, water or telephone bills) as confirmation
of residence. New, «Geolocation» (procedure for determining the
IP address or GPS location of an internet user) can also be
carried out in order to verify the residence address.

Online-Identification
5) Determination of the beneficial owner

In addition, a confirmation of the beneficial ownership of the
assets on the part of the contracting party is introduced. This
can be done via TAN confirmation (unique transaction number)
or by filling out a corresponding form (e.g. Form A, K etc.).

6) Micropayment NEW

In the last step of the process, the contracting party is asked to
make a bank transfer in the form of a micropayment from a
bank account in the contracting party's name from Switzerland,
Liechtenstein or an FATF member country that was rated at
least «partially compliant» (PC) in the «Customer Due
Diligence» and «Wire Transfers» categories and at least
«moderately effective» (ME) in the «Supervision» and
«Preventive Measures» categories. In the context of the Online-

Identification process by means of bank transfers, the term
«bank» was expanded to include persons pursuant to Art. 1b
BankA, according to which transfers by financial technology
companies (FinTechs), for example, are now also possible.

6a) Alternative: Read biometric chip NEW

New and as an alternative to the Micropayment, data read out
from the biometric chip (Near-Field Communication / NFC) of
an identification document can be used (if available). It should
be kept in mind that the readout process is limited to the pure
ID data and may not be extended to high sensitive data, such as
fingerprints.

Data collection at the opening of the business relationship according to Art. 3 AMLA, Art. 44 & Art. 60 AMLO-FINMA 
(minimum requirements):

 First and last name

 Residence address

 Nationality

 Date of birth

 Confirmation of the beneficial owner (with corresponding form, if applicable)

 Manual data entry by contracting party necessary (no automatic readout allowed)

Authenticity verification of the identification document (minimum requirements):

 Readout and decryption of the MRZ1

 Readout of the VIZ2 (OCR-Scan3)
 Verification of at least two randomly selected security features on the respective identification document.

General framework of an Online-Identification:
 Fully automated (no personal interaction between contracting party and financial intermediary required)
 Only identification documents with MRZ are allowed

 Image of the contracting party (selfie incl. life recognition)

 Images of all relevant pages of the identification document

 Facial comparison of the contracting party (between selfie and photo on the identification document)

 Technical post-processing of the images is allowed (e.g. sharpening, focusing)

 Residence verification via Utility Bill, postal delivery, register search or NEW using Geolocation

 Micropayment from Switzerland, Liechtenstein or a FATF member state4 or NEW and alternately, Reading the ID data 
from the biometric NFC chip on an identification document

- Checklist

1 2 3 4 Optical Caracter RecognitionMaschine Readable Zone Visual Inspection Zone FATF: Financial Action Task Force Mitgliedsstaat with corresponding ranking
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3 Video-Identification

I. Definition

«Video-Identification» refers to a procedure by which the identity
of a contracting party is established by means of Video-Call. For
this purpose, the financial intermediary who has to carry out the
identification and the contracting party who wishes to be
identified interact with each other in real time. Due to the
personal interaction between the financial intermediary and the
contracting party, Video-Identification as a digital procedure
falls under the category of «opening of the business relationship
through a personal meeting». This also offers the advantage
that the identification of the contracting party can be carried out
completely independent of time and place, although there may
be time restrictions on the service depending on call centre
capacities. All the contracting party needs for the identification
is an internet-capable end device equipped with a camera
(mobile phone, PC or laptop).

II. Procedure

How does video identification work? (Note: The process may
vary slightly depending on the provider1 vary slightly. The
approach practised by ROCKON Digital Evolution is explained
below).

1) Consent and data disclosure

At the beginning of a video identification, the agreement of the
contracting party regarding the collection and processing of
personal data must be obtained as a matter of priority. This is
done, for example, by ticking the box («tick the box approach»)
in the context of consent to the terms of use of the Video-
Identification. Once consent has been obtained, the contracting
party is asked to enter the personal data (see minimum
requirements on «VidentON-Checklist»). It is important to note
that the data must be entered manually and not be read
automatically from the identification document.

2) Scan and verification of the identification document

After all regulatory data of the contracting party has been
collected, the contracting party is asked to take a photo of the
official identification document in order to technically verify it.
For this purpose, the Machine-Readable Zone (MRZ) is read out,
checked, and compared with the remaining information on the
identification document (Visual Inspection Zone / VIZ) and the
information previously entered manually by the contracting
party.

The recorded data and files are then transmitted to the financial
intermediary or the associated call centre for further
verification. The contracting party selects a suitable date for the
Video-Call from the options offered.

3) Data release and manual verification

Before the start of the Video-Call, a special trained employee of
the financial intermediary or a person entrusted with the
identification activity (Call-Centre Agent) checks the
transmitted data and files for correctness and releases them in
case of unanimity in the system.

4) Identification interview

Once the data has been released, the contracting party can be
identified via secure Video-Call. The contracting party is
informed accordingly via e-mail or push message. Both parties
dial into the Video-Call at the appropriate time via a link
previously received by e-mail. During the conversation, the
person entrusted with the identification activity follows a
conversation guide specially prepared for identifications.
Various questions related to the person are asked, the
identification document is visually checked and the contracting
party is asked to perform various movements.

Finally, either the entire image track (video) or alternatively
selected images (screenshots) of the contracting party and the
verified identification document, as well as necessarily the
entire audio track, are archived electronically on the part of the
financial intermediary.

5) Determination of the beneficial owner

Likewise, in the case of Video-Identification, confirmation of the
beneficial ownership of the assets is also provided by the
contracting party. This can be done performing a TAN

confirmation (unique transaction number) or by filling out a
corresponding form (e.g. Form A, K etc.).

- Checklist

1 2 Maschine Readable Zone Visual Inspection Zone

Data collection at the opening of the business relationship according to Art. 3 AMLA, Art. 44 & Art. 60 AMLO-FINMA (minimum 
requirements):

 First and last name

 Residence address

 Nationality

 Date of birth

 Confirmation of the beneficial owner (with corresponding form, if applicable)

 Manual data entry by contracting party necessary (no automatic readout allowed)

Authenticity verification of the identification document (minimum requirements):

 Readout and decryption of the MRZ1

 Readout of the VIZ2 (OCR3 scan)
 Verification of at least two randomly selected security features on the respective identification document (one of them 

optically variable)

General framework of a Video-Identification:

 Fully automated (no personal interaction) 

 Identification by specially trained staff

 Explicit confirmation for identification before the start of the main conversation (reason for identification)

 The place where the identification interviews by the financial intermediary take place must be equipped with access control

 Identification interview follows a dedicated interview guideline

 Only identification documents with MRZ and optically variable security features are allowed

 Image of the Contracting Party (screenshots)

 Images of all relevant pages of the identification document (screenshots)

 Technical post-processing of the images is allowed (e.g. sharpening, focusing)

1 In most cases, external call centres perform the identification activity for the financial intermediary. 

NO CHANGES
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Summary4
In conclusion, it can be stated that the amendments to FINMA Circular 2016/07, which will come into force on 1 June 2021, significantly
increase the security and data quality aspect through the reading of the biometric chip on the identification document, especially with
regard to the Online-Identification. At the same time, however, this adjustment severely restricts the identification documents that can be
used while performing such identification services in Switzerland as well as abroad, as not all of them have a biometric chip. In addition,
the chip readout requires the contracting party to use an NFC-enabled terminal device when carrying out the identification, which in turn
cannot always be guaranteed depending on the mobile device. In such cases, one would still have to resort to the more cumbersome
Micropayment.

The newly added possibility of Geolocation in the course of confirming the place of residence only leads to a slight simplification of the
process upon closer examination. Although the current location or the whereabouts of a contracting party can be determined on the basis
of the IP or GPS data, this does not necessarily have to correspond to the place of residence, since the contracting party can carry out the
identification service «on the road». In addition, the real IP address can easily be changed through the use of VPN software, so that the
validity and the associated reliability of geolocation must be viewed with caution.

Link to the official FINMA press release:

More Information FINMA (link in French)

https://www.finma.ch/fr/news/2021/05/20210517-mm-rs-16-07-online-identifizierung/
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